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INTRODUCTION

he European Union Digital Service Act (DSA)
came into force in November 2022 and will be
directly applicable across the EU from 17%
February 2024, although some provisions
became applicable on passage of the Act It builds
on the rules of the e-Commerce Directive of 2000
and seeks to address emerging issues relating to
online intermediaries such as social networks,
content-sharing platforms, search engines, app
stores, online marketplaces, online travel and
accommodation platforms, internet service
providers, hosting services, and cloud services.

It was enacted to create a safer digital space in
which the fundamental rights of all users of
digital services are protected, particularly rules
relating to the due diligence obligations of certain
categories of providers of online platforms. There
is specific focus on very large online platforms
and online search engines reaching at least 45
million users in the EU with the introduction of
new rules and imposition of more responsibilities
on them in curbing illegal content online.! The
DSA is applicable to all online services offered to
EU residents irrespective of where the providers
of those online platforms have their place of
establishment.

1 The DSA however does not provide a definition of illegal content.
It is expected that the definition in other laws will be applicable

This article sets out the major highlights of the
DSA and learnings that may be adopted for the
purposes of tackling similar issues in Nigeria. In
June 2022, the National Information Technology
Development Agency (NITDA) had issued a draft
“Code of Practice for Interactive Computer
Service Platforms/Internet Intermediaries” (the
Code) with almost similar objectives as the DSA.
Unfortunately, the code was interpreted as an
attempt to regulate social media and gag
freedom of expression and greeted with much
skepticism .

HIGHLIGHTS OF THE DSA

Conditional Exemption form Liability

The DSA introduces conditions as regards the
liability —exemption of online platforms
intermediating between consumers and traders
(online marketplaces) and conditions for

benefiting from the liability exemption include:

a. The transmission not being initiated
by providers of online platform;
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b. The provider of online platform does
not select the receiver of the
transmission;

c. The provider of online platform does
not select or modify the information
contained in the transmission;

d. The provider of online platform does
not interfere with the lawful use of
technology, widely recognized and
used by industry, to obtain data on
the use of the information;

e. The provider of online platform does
not have actual knowledge of illegal
activity or illegal content and, as
regards claims for damages, is not
aware of facts or circumstances from
which the illegal activity or illegal
content is apparent; or

f. Upon obtaining such knowledge or
awareness, acts expeditiously to
remove or to disable access to the
illegal content.?

However, the provider of online platform would
become liable where it causes an average
consumer to consider that the object of the
transaction is provided directly by its platform or
by a user under his authority or control.

The provider of an online platform will not be
deemed ineligible from the conditional
exemption from liability solely because in good
faith and in a diligent manner it engages in
voluntary investigations or other initiatives for
detecting, identifying and removing, or disabling
access to, illegal content.®> Where the provider of
online platform receives an order issued by the
relevant national authority, to act against a
specific piece of illegal content or to provide
information about a specific user, it must
promptly inform such authority of the actions
taken to comply with the order.

Providers of online platforms are also required to
designate a single point of contact to ease
communication and to enable recipients of the
services communicate rapidly and directly with
them. Providers of online services who do not

2 Article 4, 5 and 6 of the DSA
3 Article 7

have an establishment but offer services in the
E.U are required to designate in writing a legal or
natural person to act as their legal representative

in one of the countries where they offer services
4

Content Moderation -

Providers of online platforms are required to
provide information in their terms and conditions
on the content moderation activities undertaken
on their platforms. They must explain in clear and
unambiguous language how content moderation
is carried out which must be done in a diligent,
objective and proportionate way and with due
regard to the rights and legitimate interests of all
parties.

lllegal Content and Criminal activities

notification

The DSA reinforces the need for service providers

to set up a “notice-and-action” mechanism
through which any individual or entity can notify
them of the presence on their services of specific
pieces of content that they consider illegal. The
service provider must confirm receipt of the

4 Article 13
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notice and the notifier must be informed,
without undue delay, of the decision taken and
on how to challenge that decision.

Online platforms are under an obligation to
promptly inform law enforcement or judicial
authorities when they become aware of any
information giving rise to a suspicion that a
serious criminal offence involving a threat to the
life or safety of persons has taken place, is taking
place or is likely to take place.’

Similarly, measures and protection against
misuse is set out in Article 23 of the DSA wherein
providers of online platforms are required to
suspend, for a reasonable period and after having
issued a prior warning, the provision of services
to those users who frequently provide manifestly
illegal content and the processing of notices and
complaints by users that frequently submit
notices or complaints that are manifestly
unfounded. The DSA introduces mechanisms
through which users can flag illegal contents
online hence, notices submitted by trusted
flaggers are to be treated with priority and
without delay. To be qualified as a trusted
flagger, one must meet a series of conditions
listed under Article 22(2) of the DSA.

However, where a provider of online platform
becomes aware that a trusted flagger has
submitted a significant number of insufficiently
precise or inadequately substantiated notices, it
must refer the relevant information to the Digital
Service Coordinator (DSC) and wupon an
investigation, the DSC may revoke the
accreditation after giving the trusted flagger an
opportunity to react to its findings and decision.

Grievance/Dispute resolution mechanism and
remedies

The DSA sets out essential safeguards that will
enable individuals have access to effective
remedies where a dispute arises which may
range from the provider of online platforms’

5 Article 18

6 Article 20 and 21

7 However, in the case of complex dispute, the Certified out of
court dispute settlement body may at its own discretion extend

decisions to remove content posted by the user
or to suspend or terminate the provision of the
service to users or their account, based on the
alleged illegality of content or its incompatibility
with platforms’ terms and conditions.® Providers
of online platforms are required to establish a
single point of contact for direct communication
with their users. If they restrict user-generated
content, they will be obliged to provide a
statement of reason to explain what type of
action was taken and on what basis.

The DSA establishes a three-tier grievance
mechanism which include:

a. Internal complaint-handling system to
be provided by providers of online
platform free of charge.

b. Out of court dispute settlement which
requires certified out of court dispute
settlement bodies to make their
decisions available to the parties within
a reasonable period of time and no later
than 90 calendar days after the receipt
of the complaint.”

c. Judicial redress

Targeted Adverts and profiling

The DSA obliges all online platforms to disclose
parameters of their content recommender
systems to explain why people see some
information more regularly than others. This
information should be easily accessible via their
terms of service in plain and intelligible language.
Importantly, people will have the right to modify
content recommender systems.?

the 90 calendar days period for another period that shall not
exceed 90 days.
8 Article 26 and 27
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The DSA introduces new obligations on the
provider of online services by ensuring that
children and vyoung people have safer
experiences online. This provision comes at a
time of increasing global concern about the
impact and effects new technologies has on
children and young people’s safety and
wellbeing. °

Due diligence and Traceability of traders

Providers of online platforms are to allow
consumers and traders to make use of their
platforms only where information identifying the
trader (such as details of the trader, payment
account details of the trader, register number in
the trade register and a self-certification of the
trader about compliance with the relevant EU
rules) have been provided. Platforms must
dedicate reasonable efforts in verifying whether
such information is reliable; moreover, they must
suspend traders where they obtain indications
that any item of information is inaccurate or
incomplete” and traders fail to correct such
information. 1° This would help to build trust,
hopefully reduce scams and protect users online.

The DSA further imposes due diligence
obligations on Very Large Online Platforms
(VLOPs). The duty of care obligation includes a
mandatory risk assessment, deployment of
mitigation of risk measures and obligation to
subject themselves to independent audits. In
subjecting themselves to independent audit,
VLOPs must conduct audits on a yearly basis at
their own expense to assess their level of
compliance with the obligations set out in
Chapter lll of the DSA as well as with the codes of

9 Article 28

conduct referred to in Articles 45 and 46 and the
crisis protocols under Article 48.

Penalties

The DSA provides for an enforcement mechanism
and each member state of the E.U is required to
clearly specify the penalties in their national laws
for non-compliance. The DSA however provides
that -

Failure to comply with an obligation shall be a
maximum fine of 6% of the annual worldwide
turnover of the infringing provider concerned in
the preceding financial year. Failure to supply
correct, complete, or accurate information,
failure to reply or rectify incorrect, incomplete, or
misleading information and failure to submit to
an inspection shall be a maximum amount of 1%
of the annual income or worldwide turnover of

the infringing provider concerned in the
preceding financial year.

Applicability

Nigerian entities that are digital service

providers/platforms and are targeting users
established or resident inthe E.U, will most likely
be impacted by the DSA. The DSA applies to the
EU single market, which includes online
businesses that offer services in the EU single
market, even if established outside of the EU.

For Nigerian service providers/platforms
targeting the E.U, they must comply with the
following:

a. Service providers will have to establish
new features to remove hate speech and
online terrorist propaganda.

b. Service providers will need to have
‘notice and action' procedures that are
accessible and user friendly, with
obligations to react quickly, while
respecting fundamental rights.

c. Simpler reporting mechanisms will need
to be put in place for users and
consumers to complain about online
content. In addition, users that feel that

10 Article 30
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their content has been unfairly removed
should be able to access the
grievance/complaint process .

d. Ensure there is greater transparency on
online marketplaces information (e.g.,
including the identification and
traceability of sellers and products).

e. Take steps towards protecting minors
during their accessibility to online
platforms including fully banning
targeted advertising.

f. Prioritize notices filed by trusted
flaggers of content as designated under
the DSA

WHAT NEXT FOR NIGERIA

Nigeria, like most countries, has the same
concerns as the E.U as it relates to regulating the
digital space, rights, and freedom of users,

particularly freedom of expression. Various
attempts at regulating the social media space,
online platforms and intermediaries are always
met with suspicion and public outcry. What is
however, uncontestable is the fact that the time
is ripe for some sort of regulation which should
balance the concerns that have been expressed
by various stakeholders. The DSA appears to have
provided a template for adoption by countries
intent on not only protecting users but finding an
acceptable balance of the conflicting interests.

Like the General Data Protection Regulation
(GDPR), there is no need to reinvent the wheel to
address a matter that is of global concern and has
received focused and well thought out
legislation. The draft Code of Practice for
Interactive Computer Service Platforms/Internet
Intermediaries issued by NITDA which was an

attempt to address the same concerns did not
receive the necessary wide acceptability by
stakeholders. The DSA has however provided a
template for consideration and
localization and opportunity for Nigeria to take
another look at finding a fair and acceptable
instrument for balancing the competing
interests.
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