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INTRODUCTION

he risks associated with the use of

technology in providing financial services

such as banking, insurance and wealth
management are necessitating the introduction
of a raft of new regulations. FinTechs providing
financial services in Nigeria are now required to
comply with the Anti-Money Laundering
Regulations (AML) to curb money laundering
and financing of terrorism.

COMPLIANCE WITH AML REQUIREMENTS FOR
FINTECHS

The Central Bank of Nigeria (Anti-Money
Laundering, Combating the Financing of
Terrorism, and Countering Proliferation
Financing of Weapons of Mass Destruction in
Financial Institutions) Regulations, 2022 (the
Regulation) is applicable to all Financial
Institutions under the regulatory purview of the
Central Bank of Nigeria (CBN).! Section 73 of the
Regulations defines “Financial Institution” to
include any person or entity who conducts as a
business one or more of the following activities
on behalf of a customer regardless of whether
such business is conducted digitally, virtually, or
electronically:

a. Acceptance of deposits and other
repayable funds from the public;
Lending;

c. The transfer of money (local or
international);

d. Issuing and managing means of
payment such as debit and credit cards,
electronic money.

e. Payment services;

Financial holding services; and

g. Financial consulting or advisory
services and making or managing
investments on behalf of any person.

T

Accordingly, any FinTech entity licensed by the
CBN or which provides any of the above services
must comply with the AML Regulation. They are,

1 See Section 3 of the Regulations

as part of their obligations under the
Regulations, mandated to report suspicious
transactions such as funds, assets, and property
suspected to have been obtained through
criminal activities to the Nigerian Financial

Intelligence Unit (NFIU).

To effectively comply with the AML
requirements, FinTechs must:

a. Report suspicious transactions:
FinTechs are required to report
suspicious financial transactions and
attempted suspicious financial
transactions where they have grounds
to suspect that the financial transaction
is unreasonable, unjustifiable or tied to
the commission of an offence. Such
offences include murder, corruption,
insider trading, drug trafficking, fraud,
corruption, piracy, smuggling, extortion,
counterfeiting, tax evasion, organized
crime, racketeering or terrorism
financing. FinTechs are to report any
suspicious transaction to the Nigerian
Financial Intelligence Unit (NFIU) within
24 hours from the date of the
transaction. Financial Institutions are
further required to take appropriate
steps to prevent the laundering of the
funds involved in such transaction.
Failure to report such a transaction may
lead to administrative sanctions or a
penalty. The penalty ranges from a
minimum of 82,500,00 to a minimum of
20,000,000 depending on the services
provided by the FinTech.?

b. Know Your Customer: FinTechs that
have reporting obligations to NFIU must
ascertain the identity of persons and
companies using their services to
complete financial transactions. The law
requires that no client be onboarded by
a financial services reporting entity
unless and until the client’s identity has

2 Central Bank of Nigeria AML/CFT (Administrative Sanction
Regime) Regulations 2018
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Anti-Money Laundering

The execution of transactions to eventually convert
illegally obtained money into legal money



been verified. Section 19 of the
Regulation provides that Financial
Institutions shall undertake customer
due diligence when:

i. Business relationships are
established;

ii. Carrying out occasional
transactions above USD1,000,
including where the
transaction is carried out in a
single operation or several
operations that appear to be
linked;

iii.  Carrying out occasional
transactions wire transfers,
including cross-border and
domestic transfers, and when
credit or debit cards are used as
a payment method to effect
money transfers.

Financial Institutions are not required to
undertake an identification and
verification exercise anytime a customer
conducts a transaction unless there is a
suspicion that the previously obtained
information has changed or is
incomplete.

Enhanced Due Diligence: Enhanced Due
Diligence is required for high-risk
customers, business relationship or
transactions involving non-resident
customers; private banking customers;
companies that have nominee
shareholders; politically exposed
persons; cross-border banking, or any
other businesses, activities or
professions as may be prescribed by a
competent regulatory authority.

New Product: Financial Institutions,
especially FinTechs, are to identify and
assess the money laundering risks that
may arise in relation to the development
and deployment of new products and
business practices including new

3 Section 31 of the Regulations

delivery mechanisms and the use of new
or developing technologies.?
Accordingly, FinTechs are to undertake
risk assessment prior to launch of new
products or services or the deployment
of new technology.

High-Risk Countries: Financial
Institutions are to apply Enhanced Due
Diligence proportionate to the risk
businesses and transactions from
countries identified by Financial Action
Task Force or the CBN as high-risk
countries. The CBN may direct Financial
Institutions to apply specific counter
measures against high-risk countries.

Records retention: FinTechs that are under
the regulatory purview of the CBN are
subject to  onerous recordkeeping
obligations. Among other things, they must
keep records of the methods used to
ascertain identity of customers, and records
of transactions for at least five years.

Employee Awareness and Training:
Financial Institutions are to design
comprehensive training for board
members, management and staff to
establish full awareness of their
obligations and to equip them with the
relevant skills required for the effective
discharge of their AML tasks. Quarterly
returns are to be made to the CBN on
the level of compliance with this
obligation.

Risk Assessment: FinTechs that provide
financial services must undertake a risk
assessment to evaluate and identify,
during their activities, the risk of the
commission of money laundering. The
risk assessment involves an analysis of
potential threats and vulnerabilities to
money laundering to which the FinTechs
are exposed. This process requires
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significant review of clients,
transactions, and geographical areas of
service.

i. Compliance Programme: FinTechs must
draft and implement a compliance
program to meet the reporting, record-
keeping, and client verification
obligations under AML Regulations and
to address the risks identified in their
risk assessment. A compliance program
helps to ensure that employees at all
levels at a FinTech are aware of the
unique obligations imposed on the
FinTech as a financial services provider
and helps in ensuring those obligations
are complied with as a matter of course
at all levels of the organisation.

CONCLUSION

The world of FinTech is evolving at a break neck
speed and as such, full compliance with the
requirements of AML may be difficult. Though
full compliance may currently be out of reach,
the steps outlined in this article will help
FinTechs inch closer to full compliance. The
Regulators and FinTech companies are critical
partners in this process and must therefore
recognise the need to collaborate to develop
advanced processes to combat money
laundering and the financing of terrorism in a
more efficient fashion.
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